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What is Tor Browser?

®  Tor Browser is the Tor Project's flagship product.

® It consists of:

— amodified Mozilla Firefox ESR web browser

—  the TorButton

TorLauncher

NoScript and HTTPS Everywhere Firefox extensions
the Tor proxy.

It is available for Windows, Mac OS X, and Linux.

¢ Can be run from removable media.*

Eo

crypto



What is Tor Browser?

Tor Browser automatically starts Tor processes and routes traffic through the Tor network.
Tor software protects you by bouncing your communications around a distributed network of relays run by volunteers all
around the world.
Tor Browser:
prevents somebody watching your Internet connection from learning what sites you visit
prevents the sites you visit from learning your physical location
lets you access sites which are blocked
Upon termination of a session the browser deletes privacy-sensitive data such as cookies and browsing history.

...and because it is self contained, it does all this without needing to install any software.
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Tor Browser

Tor Browser automatically starts Tor processes and routes traffic through the Tor network.

Tor software protects you by bouncing your communications around a distributed network of relays run by volunteers all

around the world.
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lets you access sites which are blocked

Upon termination of a session the browser deletes privacy-sensitive data such as cookies and browsing history.
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What is Tor Browser?

“There is no sentient human being in the Western world who has little or no

regard for his or her personal PR'VACY; those who would attempt such

claims cannot withstand even a few minutes' questioning about intimate
aspects of their lives without capitulating to the intrusiveness of certain

subject matters.” - canadian privacy expert David Flaherty
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Why use Tor Browser?

* Protect your privacy from unscrupulous marketers and identity thieves.
* Protect your communications from irresponsible corporations.

* Protect your children online.

* Freedom to research sensitive topics.

 Skirt surveillance.

« Circumvent censorship.
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What now?

* Please consider running a relay to help the Tor network grow.

* Do you have an Amazon account? Are you willing to spend up to $3 a month?
Then spin up your own Tor bridge in less than 10 minutes with tor cloud!

» Tell your fFriends! Get them to run relays. Get them to run hidden services. Get
them to tell their friends.

* |If you like Tor's goals, please take a moment to donate to support further Tor
development. They're also looking for more sponsors — if you know any
companies, NGOs, agencies, or other organizations that want anonymity /
privacy / communications security, let them know about us.
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Additional Resources

* Check out the The Tor Project

* EFF's Surveillance Self-Defense

» Ask us fFor a copy of this presentation and other resources
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https://www.torproject.org/
https://ssd.eff.org/tech/tor

To learn more visit the Tor Broswer workstation
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Questions?
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