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Mobile privacy: is it possible?
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What kind of data am I leaking?

|dentity

Location
Browsing history
Session data
Communications
Contacts
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How does my device leak data?

Data connection
Wireless

NFC

Bluetooth

Browser exploits
Rogue apps / malware
Physical access
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Android security

Settings:

Wireless & Networks > Disable NFC

Location access > Off

Security > PIN lock

Backup & Reset > don’t auto-restore, don’t back up data
CM Statistics > Disable reporting

Developer options > Device hostname: localhost
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Android security

Core features
e Full-disk encryption
e Don't forget airplane mode!
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Android security
Limit app privileges with App Ops

Two ways to access this:

e F-droid > Launch App Ops

e CyanogenMod > Settings >
Privacy Guard

== App ops
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= App ops

Google Play services

§ version 4.0.34 (924341-38)

?

Location

0 ming ago

Read contacts
(Never used)

Modify settings
Yesterday

Draw on top
(Never used)

Camera
(Never used)

Record audio
(Never used)

LOCATION

‘ Android System
b

fine location, coarse location 0 mins ago

* Google Play services

@ fine location, wi-fi scan, cell scan, 0 mins ago
GPS, coarse location

Google Search

o fine location, coarse location
clLock
fine location, GPS, coarse location  Yesterday

Maps
GPS, fine location, coarse location  Yesterday

Settings
wi-fi scan, coarse location, fine

location

5mins ago

3 days ago

z Android Live Wallpapers

coarse location

0 Camera

coarse location, fine location
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ConnECtlng to Tor T{;Or‘b:. . ;)“085:22

’
powered by The Tor Project ¢

Orbot: Connect to Tor
Optional: route all traffic é
through Tor

Orweb: Tor browser
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ChatSecure

e Connects to Facebook,

Google Hangouts, any XMPP service
e Supports Off-the-Record encryption
e Optionally connects through Tor
e Android & iPhone

Also: Xabber
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TextSecure

e Replacement for Android messaging
e OTR-like encryption, optimized
for text messages
e Falls back to regular SMS for
non-TextSecure contacts
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RedPhone (Android) / Signal (iPhone)

e Replacement for voice dialer

e Upgrades to an encrypted call
when calling another
RedPhone / Signal user

e Interoperable
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Conclusion
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Questions?
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To learn more,
visit the Mobile Privacy workstation
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